CREW citizens for responsibility
and ethics in washington

November 20, 2012
By Facsimile: (202-566-2549) and First-Class Mail

Arthur A. Elkins, Jr.

Inspector General

Environmental Protection Agency

1200 Pennsylvania Avenue, N.W., (2410T)
Washington, D.C. 20460

Dear Inspector General Elkins:

Citizens for Responsibility and Ethics in Washington (CREW) respectfully requests that
you investigate whether Environmental Protection Agency (EPA) Administrator Lisa Jackson
and other EPA employees established alias email accounts and are using private email accounts
for official business to shield their contents from public view in violation of the Federal Records
Act (FRA).

Reportedly Administrator Jackson established alias email accounts to conduct official
government business, including an account under the name “Richard Windsor,” to avoid having
her emails subject to Freedom of Information Act (FOIA) and other public record requests. See
Brendan Sasso, House Republicans Question EPA Over Secret Email Accounts, The Hill,
November 17, 2012 (attached as Exhibit A). Further, some EPA employees reportedly have set
up private email accounts to conduct official business. See Stephen Dinan, Congress Demands
EPA'’s Secret Mail Accounts, The Washington Times, November 17, 2012 (attached as Exhibit
B). Following up on these revelations, the U.S. House of Representatives Committee on
Science, Space, and Technology has written to Administrator Jackson seeking records related to
this practice (letter attached as Exhibit C). According to the committee, this practice of using
alias accounts began under former EPA Administrator Carol Browner, suggesting it may be a
long-standing practice within EPA. Id.

The Federal Records Act requires each agency head to “make and preserve records
containing adequate and proper documentation of the organization, functions, policies, decisions,
procedures, and essential transactions of the agency . . . “ 44 U.S.C. § 3101. Further, the FRA
places an affirmative duty on each agency head to implement the Act’s standards and guidelines
for the retention of federal records. Specifically, each agency head must maintain an active
records management program that provides for effective controls over the creation and use of
federal records, and ensures application of the Archivist’s standards and procedures for
preserving federal records. Id. at § 3102. Agency heads also are required to establish safeguards
against the removal or loss of records the agency determines are necessary. Id. at § 3105.
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The National Archives and Records Administration (NARA) has issued implementing
regulations that, among other things, delineate additional requirements for agencies in managing
their electronic mail records. See 36 C.F.R. § 1236.22." Those regulations specify:

Agencies that allow employees to send and receive official
electronic mail messages using a system not operated by
the agency must ensure that Federal records sent or received
on such systems are preserved in the appropriate agency
record-keeping system.

36 C.F.R. § 1236.22(b).

The practice by Administrator Jackson of using fictitious email accounts to conduct
business in order to shield their contents from public view and avoid public accountability
conflicts directly with her responsibilities under the FRA. Similarly, the practice of EPA
employees of using private email accounts to conduct official agency business also conflicts with
their obligations under the law, especially to the extent it prevents their messages from being
captured and preserved in the agency’s record keeping system.

Your office plays a critical role in ensuring EPA and its employees comply fully with all
of their legal obligations. Without access to all agency records, including emails generated by
EPA’s administrator while performing agency functions, your office is stymied in its ability to
investigate fully all charges brought to it. These sorts of illegal and devious practices also
undermine the ability of Congress, outside watchdog groups, and citizens alike to request and
receive full information from the EPA. Such outrageous conduct cannot be tolerated in a
democracy.

CREW therefore requests that you immediately open an investigation into these issues
and also take steps to ensure that, on any ongoing basis, all emails sent or received by EPA
employees in the course of their employment, whether or not through the use of agency email
accounts, are preserved along with the identity of the true author or recipient.

' The FRA requires agencies to comply with NARA’s records management regulations.
See 44 U.S.C. § 3102(3).
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Thank you for your attention to this important matter.

Sincerely,

Meélanie Sloan
Executive Director

Enclosures

cc: Lisa Jackson, Administrator
Gary Stern, General Counsel, NARA
Kathryn Ruemmler, White House Counsel
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House Republicans question EPA over secret email accounts
By Brendan Sasso - 11/17/12 03:08 PM ET

Republicans on the House Science, Space and Technology Committee have launched a probe into
whether Environmental Protection Agency (EPA) Administrator Lisa Jackson has been conducting
official business using secret email accounts.

The lawmakers said the practice may violate transparency and record-keeping laws.

Chris Horner, a senior fellow petitive Enterprise Institute and vocal critical of the
administration's environmental policies, claimed earlier this month that, while researching a book, he

discovered evidence that Jackson was using alias email accounts, including one under the name
"Richard Windsor."

"The use of these accounts could seriously impair records collection, preservation, and access, therefore
compromising transparency and oversight," the Republicans wrote in a letter to Jackson.

The lawmakers demanded that Jackson turn over all records related to "Richard Windsor" and all other
aliases used by senior EPA officials.

They also sent letters to other top officials demanding information about the administration's record-
keeping policies. They gave Jackson and the other officials until the end of the month to respond.

The letters were signed by GOP Reps. Ralph Hall (Texas), Jim Sensenbrenner (Wis.), Lamar Smith
(Texas), Dana Rohrabacher (Calif.), Paul Broun (Ga.) and Andy Harris (Md.).

http://thehill.com/blogs/e2-wire/e2-wire/268605-republicans-question-epa-over-secret-em... 11/20/2012
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The EPA did not return a request to comment.

Source:
http://thehill.com/blogs/e2-wire/e2-wire/268605-republicans-question-epa-over-secret-email-accounts

The contents of this site are © 2012 Capitol Hill Publishing Corp., a subsidiary of News Communications, Inc.

http://thehill.com/blogs/e2-wire/e2-wire/268605-republicans-question-epa-over-secret-em... 11/20/2012
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By Stephen Dinan - The Washington Times Saturday November 17, 2012

A House committee has launched an investigation into whether EPA Administrator Lisa Jackson used
an email alias to try to hide correspondence from open-government requests and her agency's own
internal watchdog — something that Republican lawmakers said could run afoul of the law.

The science committee has asked Ms. Jackson to turn over all information related to an email account
under the name of "Richard Windsor," which is one of the aliases identified by a researcher looking into
the EPA.

The committee has also asked the White House's lawyer and EPA's inspector general to look into the
matter and report back by the end of this month, saying that the secret email accounts could have been
used to keep key information from official watchdogs as well as the public.

EPA did not respond Friday night to a request for comment.

The researcher who uncovered the "Richard Windsor" alias email, Christopher Horner, has repeatedly
battled the administration over its globa! warming efforts.

Earlier this year he his colleagues at the Competitive Enterprise Institute sued to demand the release of
emails from "secondary” accounts from EPA, and cited a memo saying the practice began during the
Clinton administration under then-administrator Carol Browner.

Mr. Horner uncovered the existence of the secret emails while researching a book, *The Liberal War on
Transparency,” published last month. Mr. Horner said after the book came out, two former EPA officials
told him about the "Richard Windsor" email and said it was "one of the alternate email addresses she
used.”

He said he has also discovered some EPA employees setting up private gmail accounts using their first
and last names and the word EPA as a standard formula.

"They've been moving government over to private email," Mr. Horner told The Washington Times. "In
the book, | reveal private servers the White House had universities and pressure groups set up so they
can conduct discussions.”

Federal open-records laws are designed to make information available to the public now, and to
posterity at the National Archives, which collects official correspondence. There are strict rules on the
use of email addresses, and the rules prohibit using private emails to try to circumvent open-records
laws.

But news reports have revealed several instances where the White House and departments have used
private emails to do business, including at the Department of Energy, where Jonathan Silver, the
department's loan officer, "explicitly directed others to keep loan guarantee communications secret by
not linking public and private email accounts, and sent emails detailing official government business
using his private email account,” according to the Science Committee.

In his letters to Ms. Jackson and three inspectors general, Science Committee Chairman Ralph Hall
said at the very least the actions violate President Obama's vow to run a transparent administration.

http://www.washingtontimes.com/news/2012/nov/17/congress-demands-epas-secret-emai... 11/20/2012
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the president's rhetoric, in many instances trending away from transparency and toward greater
secrecy," Mr. Hall wrote in a letter signed by five other lawmakers.

http://www.washingtontimes.com/news/2012/nov/17/congress-demands-epas-secret-emai... 11/20/2012
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RALPH M. HALL, TEXAS

EDDIE BERNICE JOHNSON, TEXAS
CHAIRMAN

RANKING MEMBER

U.S. HOUSE OF REPRESENTATIVES
COMMITTEE ON SCIENCE, SPACE, AND TECHNOLOGY

2321 RAYBURN HOUSE OFFICE BUILDING
WASHINGTON, DC 20515-6301
(202) 225-6371

www,sclence.house.gov

November 15, 2012

The Honorable Lisa Jackson
Administrator

U.S. Environmental Protection Agency
1200 Pennsylvania Ave. NW
‘Washington, DC 20004

Dear Administrator Jackson,

Upon taking office in January 2009, President Obama pledged to make his administration the
most open and transparent in history, stating in an Executive Memorandum:

My Administration is committed to creating an unprecedented level of openness
in Government. We will work together to ensure the public trust and establish a
system of transparency, public participation, and collaboration. Openness will
strengthen our democracy and promote efficiency and effectiveness in
Government. ... Transparency promotes accountability and provides information
for citizens about what their Government is doing. Information maintained by the
Federal Government is a national asset. My Administration will take appropriate
action, consistent with law and policy, to disclose information rapidly in forms
that the public can readily find and use.!

Unfortunately, time and again, actions by the Administration on transparency have fallen far
short of the President’s rhetoric, in many instances trending away from transparency and toward
greater secrecy.” Iwrite you today regarding yet another troubling revelation — the use of private
email and alias accounts to conduct official government busmess I am concerned that this
behavior appears to v101ate the Federal Records Act (FRA),” and perhaps the Presidential
Records Act (PRA),* the Freedom of Informatmn Act (FOIA), as well as many other statutes
designed to facilitate transparency and oversight.’

Environmental Protection Agency (EPA)

On November 12, 2012, it was reported that EPA Administrator Lisa Jackson used alias email

! White House Memorandum, Subject: Tranéparency and Open Government, January 21, 2009
2 Letter from Rep. Paul Broun, M.D., Chairman, Subcommittee on investigations and Oversight, Committee on Science, Space,

';md Technology to Dr. John Holdren, Director, Office of Science and Technology Policy, July 13, 2009. (See attachment A)
44U.S.C.§31

444 U.8.C. § 2201
$18U.S.C. §2071; 5 U.S.C. § 552, 5 U.S.C. § 552a; and 18 U.S.C. § 1001a
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accounts, including one under the name of “Richard Windsor,” to conduct official business.®
Apparently, the process of using alias accounts was institutionalized under one of Administrator
Jackson’s predecessors, Carol Browner.” The use of these accounts could seriously impair
records collection, preservation, and access, therefore compromising transparency and oversight.
The FRA requires agency heads to “make and preserve records containing adequate and proper
documentation of the organization, functions, policies, decisions, procedures, and essential
transactions of the agency...”® The usé of alias accounts that are not known to staff responsible
for retaining and providing access to records seriously causes me to question the fidelity of
previous responses to not only the public through FOIA, but also to the Office of the Inspector
General as well as Congress.

National Oceanic and Atmospheric Administration (NOAA)

For years, NOAA sought to hide official agency records from public view by asserting that a
NOAA employee, Dr. Susan Solomon, was “detailed” to the IPCC, and therefore all of her
records could be withheld from the public. In response to this assertion, the Department of
Commerce (DOC) Office of the Inspector General (OIG) conducted a review which

“found no evidence that the Co-Chair [Dr. Solomon] was “detailed” as such via,
for example, a Memorandum of Understanding or SF-52 Request for Detail. We
also note that the WG1 Co-Chair [Dr. Solomon] performed much of her IPCC-
related work at NOAA offices and/or-using NOAA equipment, received her pay
from NOAA, continued to work on other NOAA matters and remained under the
supervision of the Director of the Chemical Sciences Division.”

Because 09f this finding, the OIG concluded that “NOAA did not adequately process these FOIA
requests.”

Department of Energy (DOE)

On August 14, 2012, the House Energy and Commerce Committee revealed that “at least
fourteen DOE officials used non-government accounts to communicate about the loan guarantee
program and other public business.” In several instances, Jonathan Silver, the DOE Loan
Program Office Director, explicitly directed others to keep loan guarantee communications secret
by not linking public and private email accounts, and sent emails detailing official government

$ Micheal Bastasch, “EPA chief’s secret ‘alias’ email account revealed,” The Daily Caller, November 12, 2012, Accessed at
http://dailycaller.com/2012/11/12/epa-chiefs-secret-alias-email-account-revealed/ '

7 1n 2001, Carol Browner was also admonished for deleting records in violation of a court order. See John Solomon, “EPA head
Browner Asked for Computer Files to be Deleted,” Associated Press, June 29, 2001. On July 24, 2003, EPA was found in
contempt for violating the court order barring them from destroying agency records. See Memorandum Opinion, Landmark

Legal Foundation v. Environmental Protection Agency, US District Court for the District of Columbia, Civil Action No. 00-2338
(RCL), July 24, 2003.

$44U.5.C. §3101
? Letter from Todd Zinzer, Inspector General, Department of Commerce to Senator James Inhofe (OK), February 18, 2011,
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business using his private email account. In an August 21, 2011 email to Morgan Wright,
DOE’s Director of Strategic Initiatives, Mr. Silver wrote, “Don’t ever send an email on doe
email with private addresses. That makes them subpoenable.” Mr. Silver also sent an email
from his private Yahoo! account to DOE’s Chief of Staff, Brandon Hurlbut on September 18,
2011 that asked, “Does [Deputy Chief of Staff Jeff] Nevin have a private email...” and thén sent
Mr. Silver an email from his private account to Mr. Nevin’s private account which detailed
official business.'®

This behavior also extended to communication with the White House, which calls into question
whether the PRA was violated. On June 18, 2011, Mr. Silver sent an email from his private
account to the private email account of David Lane, the then-Assistant to the President and
Counselor to Chief of Staff William Daley at the White House that detailed official business. !
The PRA directs the President to “take all such steps as may be necessary to assure that the
activities, deliberations, decisions, or other official or ceremonial duties are adequately
documented and that such records are maintained as Presidential records...”

White House Office of Science and Technology Policy (OSTP)

In May of 2010, it was revealed that Andrew McLaughlin, Deputy Chief Technology Officer at
OSTP, conducted official business on a private account. In response to this finding, he was
reprimanded by Dr. John Holdren, the Office’s Director and Presidential Science Advisor. Ina
memo to all OSTP staff, Dr. Holdren reminded OSTP staff of the statutory requirements for
official records, and indicated that all staff would undergo additional refresher training in the
coming weeks.!? Unfortunately, it seems as though this additional training did little to dissuade
OSTP staff from using private email accounts to hide from transparency. On April 21, 2011, Jeff
Smith, Senior Advisor to the Director of OSTP responded to a routine meeting request by writing
the following from his personal email account:

“Jim — coffee at Caribou Coffee — across the corner from the WH — would work at
11:30 a.m. on Friday...plus getting through the new WH security rules these days
almost takes an act of Congress (and you know how well that’s going these days)
plus you’d appear on an official WH Visitor List which is maybe not want [sic]
you want at this stage.”

While communicating official government business on a private email account not only
undermines transparency by violating the FRA and possibly the PRA, this instance is even more
egregious because it comes after a highly publicized admonition of another senior OSTP staffer a

10 «“promises Made, Promises Broken: The Obama Administrations Disappointing Transparency Track Record,” U.S. house of
Eeprescntatives Committee on Energy and Commerce, Vol. 1, Issue 3, July 31, 2012,

Id ‘ )
1244 U.8.C. § 2203
13 Email from Dr. John Holdren, Director, OSTP, to All OSTP Staff, Subject: reminder: Compliance with the Federal Records
Act and the President’s Ethics Pledge, May 10, 2010. (See attachment B)
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year eatlier. Further, the subject of the communication seems to be an attempt to circumvent
another transparency mechanism — the White House official visitor log. This is a separate, but
equally troubling charge that unfortunately is also not new.'*'> A New York Times article from
June 24, 2010 titled “Across from White House, Coffee with Lobbyists,” states official meetings
are routinely scheduled at nearby coffee shops in order to evade disclosure on White House
visitor logs, and that “[sJome lobbyists say they routinely get e-mail messages from White House
staff members’ personal accounts rather than from their official White House accounts, which
can become subject to public view.”!®

All of these incidents point to a pattern of behavior directed at subverting transparency. In order
to better evaluate the impact of the use of personal email and aliases on the preservation of
federal records, the ability of the public to access government information, and Congress’ ability
to conduct oversight, please provide the following information:

1) All records (as defined by the attachment C) related to “Richard Windsor” or any other
aliases used by the EPA Administrator or senior management;

2) All records relating to the establishment or use of dual, secondary, or non-public email
accounts by or for senior agency management;

3) The April 11,2008 EPA memo to the National Archives and Records Administration
pertaining to the use of aliases. ”

Please provide two copies of all responsive documents to 2321 Rayburn House Office Building
by November 30, 2012. If you have any questions related to this request, please contact, Mr.
Tom Hammond, Staff Director, Subcommittée on Investigations, at (202) 225-6371.

Sincerely,

Rep. Ralph Hall 7 - ep. F. James Sensenbrenner, Jr.

Chairman _ Vice Chairman

Committee on Science, Space, Committee on Science, Space,
and Technology and Technology

' White House Deputy Chief of Staff Jim Messina used his private email account to communicate official government business
related to the Affordable Care Act with lobbyists, See “Promises Made, Promises Broken: The Obama Administrations
Disappointing Transparency Track Record,” U.S. House of Representatives Committee on Energy and Commerce, Vol. 1, Issue
3, July 31, 2012.

% In response to SEC Inspector General investigations, “many in the agency” now “rely largely on private email accounts and
cell phones, rather than their government-issued devises.” Because of this, “staff conduct is harder to monitor.” See Robert
Schmidt and Joshua,Gallu, “SEC Enforcers Frozen as Internal Watchdog Kotz Unleashes *Chiiling’ Probles,” Bloomberg,
October 28, 2011. Accessed at http://www.bloomberg.com/news/2011-10-28/sec-enforcers-frozen-as-watchdog-unleashes-
chilling-probes.html

'8 Eric Lichtblau, “Across From the White House, Coffee With Lobbyists,” The New York Times, June 24, 2010. Accessed at
http://www.nytimes.com/2010/06/25/us/politics/2 Scaribou. html
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